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eProcurement Enabler

eProcurement Technology — Functional
Specification Requirement.

Networking Topology

Architecture of the Solution (eProcurement)
Data Center and Disaster Recovery Center
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eProcurement: Enablers
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(Solution/
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Functional Requirement -
eProcurement
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User Interface Layer

Security Layer

Indent Rate Contract
Management eTendering eAuction Contract Management

Buyer Supplier (
Database Database Alerts ePayment MIS
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Multiple Channel Delivery




¢ eProcurement: Technology
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Exhibit: Indicative Schematic Architectural Drawing offeProcurement Infrastructure Deployment




&9 7' Secured Infrastructure — D.C.
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Exhibit: Indicative Schematic Architectural Drawing of eProcurement Infrastructure Deployment at
Data Center/ Disaster Recovery Center




-2 Secured Infrastructure - Software

Software

Sensitive data stored in encrypted format till the time
information 1s supposed to be made public (internal/ external)

Log-1n and audit trails of critical activities
Adherence to IT Act 2000

Encryption of data at client end

SSL enablement

Integration capabilities

Secured Legacy Integration




Hosting Solution Capabilities

Cryptography Hash value or simply hash, also
Digital Signature called a message digest, is a number
b g generated from a string of text. The
| Private Key < Used for making hash is substantially smaller than the
digital signature text itself, and is generated by a

Public Key -Used to verify the formula in such a*way that it is
digital signature extremely unlikely that some other

Rty |:[> . Digital Signatures are text will produce the same hash value.

algorithm
numbers
Same Length - 40 digits
They are document content
Public Key dependent Input Hash sum

algorithm
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Private

Two keys = key pair “Asymmetric
Key” are mathematically related, but
not identical.

RSA is an example of a public key
algorithm
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Service Level Agreement

Application
Solution
Management

Information Service
Security Level
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Infrastructure
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Network
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